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:LWK WKH H[LVWLQJ HQFU\SWLRQ VFKHPHV DGRSWHG E\ WKH &63V WKHUH LV DOZD\V D SRVVLELOLW\ WKDW WKH FOLHQW¶V GDWD FDQ EH
FRPSURPLVHG GXH WR LQVLGHU WKUHDWV ,Q WKLV SDSHUZH SURSRVH D QHZ VFKHPH FDSDEOH WR VHFXUH FOLHQW LQIRUPDWLRQ IURP ERWK
LQVLGHU DQG RXWVLGHU WKUHDWV ,Q SDUWLFXODU ZH GHYHORS DQ HQFU\SWLRQ VFKHPH E\ FRPELQLQJ ERWK V\PPHWULF DQG DV\PPHWULF
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1. Introduction 
&ORXGFRPSXWLQJLVDVHUYLFHWKDWFDQVWRUHGDWDUHPRWHO\RQDQRWKHUVHUYHUXVLQJDQLQWHUQHWFRQQHFWLRQ&ORXG






















,Q SUDFWLFH FXVWRPHUV H[SHFW &63V WR EH DEOH WR SHUIRUP QRQWULYLDO FRPSXWDWLRQV HJ VHDUFKHV





%DVHGRQ WKH DERYHGLVFXVVLRQ RQH FDQ DUJXH WKDW LPSOHPHQWLQJ HQFU\SWLRQ DW FXVWRPHU VLGH DQGKROGLQJ WKH
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VHFUHWNH\WRD773XVLQJWKH3.,7KH773ZLOOWKHQDFTXLUHWKHSXEOLFNH\FHUWLILFDWH3.&IURPWKHFHUWLILFDWH









2. Proposed TTP Based Scheme 
7KHH[LVWLQJHQFU\SWLRQVFKHPHVDGRSWHGE\VRPHRIWKHOHDGLQJ&63VKDYHVKRUWFRPLQJVLQWHUPVRILQVLGHU
WKUHDWV YLUWXDO GDWD FRPSXWDWLRQV DQG HIILFLHQF\ 7KLV FOHDUO\ GHPDQGV D QHZ HQFU\SWLRQ VFKHPH WKDW QRW RQO\
SURWHFWVXVHUGDWD IURP LQVLGHU WKUHDWVEXWDOVRPD[LPL]HV WKHEHQHILWVRI FORXGFRPSXWLQJE\SURYLGLQJD VWURQJ
HQFU\SWLRQNH\PDQDJHPHQWVFKHPH
,Q WKLV VHFWLRQ ZH SUHVHQW WKH GHWDLOV RI WKH SURSRVHG VFKHPH 6SHFLILFDOO\ WKH SURSRVHG VFKHPH ZLOO EH
GLVFXVVHGZLWKUHVSHFWWRWKUHHHQWLWLHVWKHHQFU\SWLRQPRGXOHZKHUHWKH&68XVHVWKHV\PPHWULFNH\DOJRULWKP




$KLJKOHYHODUFKLWHFWXUHRI WKHSURSRVHGVFKHPH LV VKRZQ LQ)LJ$VFDQEHVHHQ LQ)LJ WKHSURSRVHG
VFKHPH FRQVLVWV RI WKUHH HQWLWLHV FORXGXVHUV VHUYLFH SURYLGHUV DQG WKH7737KHKLJK OHYHO DUFKLWHFWXUH RI WKH
SURSRVHGVFKHPHFORVHO\IROORZVWKHDUFKLWHFWXUHSURSRVHGE\WKHDXWKRUVLQ>@+RZHYHUWKHLQWHUQDORSHUDWLRQRI
HDFK VWDNHKROGHU FRPPXQLFDWLRQ EHWZHHQ WKH HQWLWLHV DQG WKH RYHUDOO UROH GLIIHUV LQ HQVXULQJ WKH GDWD








DGGLWLRQV GHOHWLRQV LQVHUWLRQV DQG VHDUFKHV 7R IXOILO DOO WKH FXVWRPHU¶V UHTXLUHPHQWV &63V DUH DVVXPHG WR EH
HTXLSSHGZLWKDOOVXFKUHVRXUFHV6LPLODUO\ZHDVVXPHWKDWDOOWKHFRPPXQLFDWLRQEHWZHHQWKHWKUHHHQWLWLHVLVGRQH
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EDVHGRQWKHSRLQWWRSRLQWFRPPXQLFDWLRQZKHUHHDFKFKDQQHOLVIXOO\VHFXUHGXVLQJRIIWKHVKHOISURWRFROVHJ
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VXEVWLWXWLRQ 6L LVGRQH D URZE\URZSHUPXWDWLRQ IXQFWLRQ 3L LVSHUIRUPHG IROORZHGE\DQRWKHU URXQGRIGDWD
VXEVWLWXWLRQ6M)LQDOO\WKHRXWSXWRIWKHILUVWURXQGRIHQFU\SWLRQLVSURGXFHGDIWHUSHUIRUPLQJDELWZLVHH[FOXVLYH
RU ;25 RSHUDWLRQ RI WKH FXUUHQW EORFN ZLWK D SRUWLRQ RI WKH H[SHQGHG NH\ 7KH RXWSXW FDQ EH H[SUHVVHG DV
    L L L M L L L L5 Z I 6 I 3 I 6  ZKHUH L5 UHSUHVHQWVWKHRXWSXWRIWKHLWKURXQGZKHUHDV LZ LVWKHHQFU\SWLRQ
NH\IRUWKHGDWDEORFN%L
6LQFH WKH LQSXW SODLQ WH[W %L KDV WR JR WKURXJK IURP WHQ FRPSOH[ LWHUDWLRQV RI HQFU\SWLRQ IXQFWLRQV WKH
FRUUHVSRQGLQJFLSKHU WH[W LVKLJKO\UDQGRPL]HGPDNLQJLWFRPSXWDWLRQDOO\LQIHDVLEOHIRUDQDWWDFNHUWRDFFHVV WKH




Secret Key Exchange 
2QFHWKHILOH) LVHQFU\SWHG WKHFLSKHU WH[W& LV WUDQVPLWWHG WR WKHFORXGVHUYHURYHUDVHFXUHFRPPXQLFDWLRQ
FKDQQHO7KH VHFUHWNH\FDQ WKHQEHHQFU\SWHGXVLQJ WKHSXEOLFNH\ LQIUDVWUXFWXUHDQG WUDQVPLWWHG WR WKH773 ,Q
SDUWLFXODU ZH SURSRVH WR XVH 56$ VLJQDWXUH EDVHG DXWKHQWLFDWRUV >@ WR  H[FKDQJH WKH VHFUHW NH\V VHFXUHO\
EHWZHHQ WKH WKUHH HQWLWLHV DV GHVFULEHG LQ RXU SURSRVHG FORXG DUFKLWHFWXUH DQG  HTXLS WKH 773 WR YHULI\ WKH
FRUUHFWQHVVRIWKHFOLHQW¶VGDWD
,QRXUFORXGFRPSXWLQJVFHQDULRHDFKHQWLW\JHQHUDWHVDSDLURINH\ N N8 9 ZKHUH8NVKRZVWKHFOLHQW¶VSXEOLF
NH\VXFKWKDW N S8 J ] ZKHUHSLVDSULPHDQG J LVDUDQGRPJHQHUDWRUVXFKWKDW  PRG J Q)  ZKHUH
QLVXVHGDVWKHPRGXOXVIRUERWK8NDQG9N7KH8NZLOOEHDYDLODEOHLQDSXEOLFNH\ULQJVRWKDWLWFDQEHDFFHVVHG
E\WKHRWKHUHQWLWLHVZKHUHDVWKH9NZLOOEHNHSWVHFUHWRUVWRUHGORFDOO\RQFOLHQW¶VPDFKLQH




NH\ I N 773 V& ( 8 .o ZKHUH(I LV WKH HQFU\SWLRQ IXQFWLRQ 7R YHULI\ LWV LGHQWLW\ WR 773 WKH FOLHQW IXUWKHU
SURGXFHVLWVVLJQDWXUH 
N I N 773 VI Y &68




773LVDEOH WRKROG WKHVHFUHWNH\RI WKHFORXGXVHUVZKRKDYHRXWVRXUFHG WKHLUGDWD WR WKHFORXGVHUYHUV 
DFTXLUHWKH3.&IURPWKH&$RQEHKDOIRIWKH&68VHQGWKHVHFUHWNH\RQWKHUHTXHVWRIVHUYLFHSURYLGHUDQG
 YHULI\ WKH FRUUHFWQHVV RI WKH FOLHQW¶V GDWD:HZLOO GLVFXVV HDFK RI WKHVH IRXU RSHUDWLRQV RI WKH 773 LQ WKLV
VHFWLRQ

Holding the Secret Key 
7RKROGWKHVHFUHWNH\VRIHDFKSDUWLFLSDWLQJFORXGXVHUWKH773ZLOOPDLQWDLQWKHGDWDEDVH,WVKRXOGEHQRWHG
WKDW DOO LPSRUWDQW LQIRUPDWLRQ IURPHDFKFOLHQW LVPDLQWDLQHG LQ WKHGDWDEDVH LQFOXGLQJ WKHHQFU\SWHG IRUPRI WKH
VHFUHWNH\FOLHQWGLJLWDOFHUWLILFDWH'&DQGWKH&63VVLJQLQJNH\VRUKDVKYDOXHVSN





N NY &68 X 773 V
( ( .o o ZKHUH NY DQG NX DUHWKHSULYDWHDQGWKH
SXEOLF NH\V7KHYHULILFDWLRQ RI FOLHQW LGHQWLW\ VKRXOG EH GRQH WKURXJK D VXFFHVVIXO GHFU\SWLRQSURFHVV VXFK WKDW
    N N N NX &68 Y &68 X 773 V X 773 V' ( ( . ( .o o o o ,WVKRXOGEHQRWHGWKDWD773LWVHOIFRXOGVHUYHDVD&$
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7KH XVH RI 3.& ZLOO LQWHJUDWH WKH LGHQWLW\ RI ERWK WKH FOLHQW DQG WKH VHUYLFH SURYLGHU DV ZHOO DV HVWDEOLVK DQG
PDLQWDLQWKHWUXVWEHWZHHQWKHWKUHHHQWLWLHV

Secret Key Exchange 
8SRQUHTXHVWIURP&63IRUWKHVHFUHWNH\RIDVSHFLILFFOLHQW.LWKH773ZLOOYHULI\WKHVHUYLFHSURYLGHULGHQWLW\
E\ SHUIRUPLQJ WKH GHFU\SWLRQ VXFK WKDW    
N P N PX &63 Y &63 FRPS L
' ( 0' + Po o  ZKHUH+ LV D FU\SWRJUDSKLF
KDVKIXQFWLRQLPSOHPHQWLQJRQDVPDOOEORFNRIGDWDPLWRSURGXFHDELWVKDVKYDOXH2QFHWKHLGHQWLW\RID
&63 LV YHULILHG WKH FRUUHVSRQGLQJ VHFUHW NH\ RI FOLHQW.L ZLOO EH UHWULHYHG IURP WKH GDWDEDVH DQG VHQW WR WKH
UHTXHVWLQJ&63XVLQJ56$HQFU\SWLRQVXFKWKDW  N LX &63 V &68( .o o ,WVKRXOGEHQRWHGWKDWWKHVDPHKDVKYDOXH
FDQEHXVHGODWHUE\WKH773WRYHULI\WKHGDWDFRUUHFWQHVV
Verification of Client’s Data 
2QHRIWKHPDLQDGYDQWDJHVRIRXUSURSRVHGDSSURDFKLVWKHDELOLW\RI773WRSHUIRUPWKHYHULILFDWLRQRIGDWD
FRUUHFWQHVVRQEHKDOIRIDFORXGXVHU)RU WKLVSDUWLFXODU WDVNZHDGRSW WKHGDWD LQWHJULW\VFKHPHSURSRVHG LQ>@
ZKLFKXVHVPXOWLSOHFKDOOHQJHUHVSRQVHPHVVDJHVEHWZHHQWKH773DQGWKHFORXGVHUYHU7RYHULI\WKHLQWHJULW\RI
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